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OBIJECTIVES

Microsoft PowerBI Rest API

This paper will discuss the Power Bl Rest APl with their subcategories and examples. Different development patterns of these rest
API's their comparison and limitations of Rest APIs.

Background

REST APIs created to make data collected by Application Insights easily available. Using these APIs enables to build new

visualizations of application's data and extend the capabilities of Application Insights.

POWER BI REST API

Using Power Bl REST API, create apps that integrate with Power Bl reports, dashboards, and tiles. With Power Bl REST API, it is
possible to perform management tasks on Power Bl objects like reports, datasets, and workspaces. IT allows to embed reports,
dashboards, and tiles for Power Bl users and Non-Power Bl users. Perform management tasks on Power Bl objects. Extend an existing
business workflow to push key data into a Power Bl dashboard. Authenticate to Power BI.

Operation group \ Description

Admin Operations for working with administrative tasks.
Apps Operations for working with Apps.

Available Features Operations that return available features.
Capacities Operations for working with capacities.
Dashboards Operations for working with dashboards.

Dataflow Storage Accounts

Operations for working with dataflow storage accounts.

Dataflows

Operations for working with dataflows.

Datasets Operations for working with datasets.
Embed Token Operations for working with embed tokens.
Gateways Operations for working with gateways.
Groups Operations for working with groups.
Imports Operations for working with imports.

Push Datasets Operations for working with push datasets.
Reports Operations for working with reports.

Users Operations for working with users.

The Anatomy of a Request

Anatomy of power Bl Rest API request include endpoint, Method, Headers and Data.

»  Endpoint: https://api.powerbi.com/v1.0/myorg/


https://docs.microsoft.com/en-us/rest/api/power-bi/admin
https://docs.microsoft.com/en-us/rest/api/power-bi/apps
https://docs.microsoft.com/en-us/rest/api/power-bi/availablefeatures
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities
https://docs.microsoft.com/en-us/rest/api/power-bi/dashboards
https://docs.microsoft.com/en-us/rest/api/power-bi/dataflowstorageaccounts
https://docs.microsoft.com/en-us/rest/api/power-bi/dataflows
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets
https://docs.microsoft.com/en-us/rest/api/power-bi/embedtoken
https://docs.microsoft.com/en-us/rest/api/power-bi/gateways
https://docs.microsoft.com/en-us/rest/api/power-bi/groups
https://docs.microsoft.com/en-us/rest/api/power-bi/imports
https://docs.microsoft.com/en-us/rest/api/power-bi/pushdatasets
https://docs.microsoft.com/en-us/rest/api/power-bi/reports
https://docs.microsoft.com/en-us/rest/api/power-bi/users
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» Method: GET, POST, PUT, PATCH, DELETE

»  The Headers: Authentication, Content Type

>  The Data (or body): Json

HTTP Methods

» GET
Retrieve a representation of the member

resource in the response body. Power Bl Service

» POST
Create a member resource in the member

resource using the instructions in the
request body.

> PUT
Replace all the representations of the member resource, or create the member resource if it does not exist, with the
representation in the request body.

> PATCH
Update all the representations of the member resource or may create the member resource if it does not exist, using the
instructions in the request body.

> DELETE
Delete all the representations of the member resource

We Customize, extend, and embed Power BI
analytics in applications using a
comprehensive set of APIs

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744
shahzad@coanitiveconveraence.com
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Admin API Description HTTP Link

Add Power Bl
Encryption Key

Adds an encryption key for Power Bl workspaces
assigned to a capacity.
Required scope: Tenant.Read.All or Tenant.ReadWrite. All

POST
https://api.powerbi.com/v1.0/
myorg/admin/tenantKeys

UnassignWorkspace
sFromCapacity

Required scope: Tenant.Read.All or Tenant.ReadWrite.All

Capacities Assigns the provided workspaces to the specified POST

AssignWorkspacesT capacity. https://api.powerbi.com/v1.0/

oCapacity Required scope: Tenant.Read.All or Tenant.ReadWrite.All | myorg/admin/capacities/Assig
nWorkspaces

Capacities Unassigns the provided workspaces from capacity. POST

https://api.powerbi.com/v1.0/
myorg/admin/capacities/Unass

GetTilesAsAdmin

API allows 200 requests per hour at maximum.
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

ignWorkspaces
Dashboards Returns a list of dashboards for the organization. This APl | GET
GetDashboardsAsAd allows 200 requests per hour at maximum. https://api.powerbi.com/v1.0/
min myorg/admin/dashboards
Required scope: Tenant.Read.All or Tenant.ReadWrite.All
Dashboards Returns a list of dashboards from the specified GET
GetDashboardsInGr workspace. This API allows 200 requests per hour at https://api.powerbi.com/v1.0/
oupAsAdmin maximum. myorg/admin/groups/{groupld
Required scope: Tenant.Read.All or Tenant.ReadWrite.All | }/dashboards
Dashboards Returns a list of tiles within the specified dashboard. This | GET

https://api.powerbi.com/v1.0/
myorg/admin/dashboards/{da
shboardId}/tiles

rcesAsAdmin

Dataflows Exports the specified dataflow definition to a ,json file. GET

ExportDataflowAsAd Required scope: Tenant.Read.All https://api.powerbi.com/v1.0/

min myorg/admin/dataflows/{dataf
lowld}/export

Dataflows Returns a list of datasources for the specified dataflow. GET

GetDataflowDatasou Required scope: Tenant.Read.All https://api.powerbi.com/v1.0/

myorg/admin/dataflows/{dataf
lowld}/datasources

wsInGroupAsAdmin

Required scope: Tenant.Read.All or Tenant.ReadWrite.All

Dataflows Returns a list of dataflows for the organization. GET

GetDataflowsAsAdm | Required scope: Tenant.Read.All or Tenant.ReadWrite.All | https://api.powerbi.com/v1.0/

in myorg/admin/dataflows

Dataflows Returns a list of dataflows from the specified workspace. | GET

GetDataflowsInGrou | Required scope: Tenant.Read.All or Tenant.ReadWrite.All | https://api.powerbi.com/v1.0/

pAsAdmin myorg/admin/groups/{groupld
}/dataflows

Dataflows Returns a list of upstream dataflows for the specified GET

GetUpstreamDataflo dataflow. https://api.powerbi.com/v1.0/

myorg/admin/groups/{groupld
}/dataflows/{dataflowld}/upstr
eamDataflows

Datasets
GetDatasetsAsAdmi
n

Returns a list of datasets for the organization. This API
processes each request for 2 seconds, in the meantime
other requests will be queued.

GET
https://api.powerbi.com/v1.0/
myorg/admin/datasets



https://docs.microsoft.com/en-us/rest/api/power-bi/admin/addpowerbiencryptionkey
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/addpowerbiencryptionkey
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dashboards_getdashboardsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dashboards_getdashboardsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dashboards_getdashboardsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dashboards_gettilesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dashboards_gettilesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_exportdataflowasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_exportdataflowasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_exportdataflowasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getupstreamdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getupstreamdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/dataflows_getupstreamdataflowsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsasadmin
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Required scope: Tenant.Read.All or Tenant.ReadWrite.All

Datasets
GetDatasetsInGroup
AsAdmin

Returns a list of datasets from the specified workspace.
This API allows 200 requests per hour at maximum.
Required scope: Tenant.Read.All or Tenant.ReadWrite. All

GET
https://api.powerbi.com/v1.0/
myorg/admin/groups/{groupld

}/datasets
Datasets Returns a list of upstream dataflows for datasets from the | GET
GetDatasetToDatafl specified workspace. https://api.powerbi.com/v1.0/

owsLinksInGroupAs
Admin

Required scope: Tenant.Read.All or Tenant.ReadWrite. All

myorg/admin/groups/{groupld
}/datasets/upstreamDataflows

Datasets
GetDatasourcesAsA
dmin

Returns a list of datasources for the specified dataset.
This API processes each request for 0.5 seconds, in the
meantime other requests will be queued.
Required scope: Tenant.Read.All

GET
https://api.powerbi.com/v1.0/
myorg/admin/datasets/{datase
tld}/datasources

Get Activity Events

Returns a list of audit activity events for a tenant. This API
allows 200 requests per hour at maximum. To call this
API, provide either a continuation token or both a start

and end date time. StartDateTime and EndDateTime
must be in the same UTC day.
Required scope: Tenant.Read.All or
Tenant.ReadWrite.All.

GET
https://api.powerbi.com/v1.0/
myorg/admin/activityevents

Get Capacities As Returns a list of capacities for the organization. GET

Admin Required scope: Tenant.Read.All or Tenant.ReadWrite All | https://api.powerbi.com/v1.0/
myorg/admin/capacities

Get Power BI Returns the encryption keys for the tenant. GET

Encryption Keys

Required scope: Tenant.Read.All or Tenant.ReadWrite. All

https://api.powerbi.com/v1.0/
myorg/admin/tenantKeys

Get Refreshable For
Capacity

Returns the specified refreshable for the specified
capacity the user has access to
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

GET
https://api.powerbi.com/v1.0/
myorg/admin/capacities/{capa
cityld}/refreshables/{refreshabl
eld}

Get Refreshables

Returns a list of refreshables for the organization within a
capacity
Required scope: Tenant.Read.All or Tenant.ReadWrite. All

GET
https://api.powerbi.com/v1.0/
myorg/admin/capacities/refres
hables?$top={$top}

Get Refreshables Returns a list of refreshables for the specified capacity GET
For Capacity the user has access to https://api.powerbi.com/v1.0/
Required scope: Tenant.Read.All or Tenant.ReadWrite.All | myorg/admin/capacities/{capa
cityld)/refreshables?$top={$to
p}
Groups Grants user permissions to the specified workspace. This | POST

AddUserAsAdmin

API allows 200 requests per hour at maximum.
Required scope: Tenant.ReadWrite. All

https://api.powerbi.com/v1.0/
myorg/admin/groups/{groupld
}users

Groups
DeleteUserAsAdmin

Removes user permissions to the specified workspace.
This API allows 200 requests per hour at maximum.
Required scope: Tenant.ReadWrite.All

DELETE
https://api.powerbi.com/v1.0/
myorg/admin/groups/{groupld
}users/{user}

Groups
GetGroupsAsAdmin

Returns a list of workspaces for the organization. This API
allows 200 requests per hour at maximum.
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

GET
https://api.powerbi.com/v1.0/



https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasetsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/datasets_getdatasourcesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getactivityevents
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getcapacitiesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getcapacitiesasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getpowerbiencryptionkeys
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getpowerbiencryptionkeys
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getrefreshableforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getrefreshableforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getrefreshables
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getrefreshablesforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/getrefreshablesforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_adduserasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_adduserasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_deleteuserasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_deleteuserasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_getgroupsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_getgroupsasadmin
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myorg/admin/groups?$top={$

top}
Groups Restores a deleted workspace. This API allows 200 POST
RestoreDeletedGrou requests per hour at maximum. https://api.powerbi.com/v1.0/
pAsAdmin Required scope: Tenant.ReadWrite.All myorg/admin/groups/{groupld
}/restore
Groups Updates the specified workspace properties. This API PATCH
UpdateGroupAsAdm allows 200 requests per hour at maximum. https://api.powerbi.com/v1.0/
in Required scope: Tenant.ReadWrite. All myorg/admin/groups/{groupld
}
Imports Returns a list of imports for the organization. GET

GetlmportsAsAdmin

Required scope: Tenant.Read.All or Tenant.ReadWrite.All

https://api.powerbi.com/v1.0/
myorg/admin/imports

Patch
Capacity As Admin

Changes the specific capacity information. Currently, only
supports changing the capacity encryption key
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

PATCH
https://api.powerbi.com/v1.0/
myorg/admin/capacities/{capa
cityld}

Reports
GetReportsAsAdmin

Returns a list of reports for the organization.
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

GET
https://api.powerbi.com/v1.0/
myorg/admin/reports

Reports
GetReportsIinGroup
AsAdmin

Returns a list of reports from the specified workspace.
This API allows 200 requests per hour at maximum.
Required scope: Tenant.Read.All or Tenant.ReadWrite.All

GET
https://api.powerbi.com/v1.0/
myorg/admin/groups/{groupld
}/reports

Rotate Power BI
Encryption Key

Rotate the encryption key for Power Bl workspaces
assigned to a capacity. This API allows 600 requests per
hour at maximum.

Required scope: Tenant.Read.All or Tenant.ReadWrite.All

POST
https://api.powerbi.com/v1.0/
myorg/admin/tenantKeys/{ten
antKeyld}/Default.Rotate

POWER Bl AVAILABLE FEATURE

Rest API

Get Available Feature By

Name

Description

Required scope: None

HTTP

Returns the specified available feature for user by name. | GET
https://api.powerbi.com/v1.0/myorg
/availableFeatures(featureName="{fe

atureName}')

Get Available Features

Returns a list of available features for
Required scope: None

the user | GET
https://api.powerbi.com/v1.0/myorg

/availableFeatures

Being Power Bl consultants, we have a long background in
business intelligence and data visualization software and
are always up to speed with best practices and the latest

Power BI functionality.

Cognitive Convergence
http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com



https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_restoredeletedgroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_restoredeletedgroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_restoredeletedgroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_updategroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_updategroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/groups_updategroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/imports_getimportsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/imports_getimportsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/patchcapacityasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/patchcapacityasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/reports_getreportsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/reports_getreportsasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/reports_getreportsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/reports_getreportsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/reports_getreportsingroupasadmin
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/rotatepowerbiencryptionkey
https://docs.microsoft.com/en-us/rest/api/power-bi/admin/rotatepowerbiencryptionkey
https://docs.microsoft.com/en-us/rest/api/power-bi/availablefeatures/getavailablefeaturebyname
https://docs.microsoft.com/en-us/rest/api/power-bi/availablefeatures/getavailablefeaturebyname
https://docs.microsoft.com/en-us/rest/api/power-bi/availablefeatures/getavailablefeatures
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Rest API Description HTTP

Get Capacities

Returns a list of capacities the user has access to.
Required scope: Capacity.Read.All or
Capacity.ReadWrite.All

GET
https://api.powerbi.com/v1.0/myorg
/capacities

Get Refreshable For Capacity

Returns the specified refreshable for the specified

capacity the user has access to
Required scope: Capacity.Read.All or
Capacity.ReadWrite.All

GET
https://api.powerbi.com/v1.0/myorg
/capacities/{capacityld}/refreshables
/{refreshableld}

Get Refreshables

Returns a list of refreshables for all capacities of which

GET

Note: To perform this operation, the user must be admin
on the specified workspace and have admin or assign
permissions on the capacity. To unassign the specified
workspace from a capacity, Empty Guid (00000000-0000-

the user has access to. | https://api.powerbi.com/v1.0/myorg
Required scope: Capacity.Read.All or | /capacities/refreshables?$top={$top
Capacity.ReadWrite.All }
Get Refreshables For | Returns a list of refreshables for the specified capacity the | GET
Capacity user has access to | https://api.powerbi.com/v1.0/myorg
Required scope: Capacity.Read.All or | /capacities/{capacityld}/refreshables
Capacity.ReadWrite.All ?$top={$top}
Get Workload Returns the current state of a workload and if the | GET
workload is enabled also returns the maximum memory | https://api.powerbi.com/v1.0/myorg
percentage that the workload can consume. | /capacities/{capacityld}/Workloads/{
workloadName}
Required scope: Capacity.Read.All or
Capacity.ReadWrite.All
Get Workloads Returns the current state of the specified capacity | GET
workloads, if a workload is enabled also returns the | https://api.powerbi.com/v1.0/myorg
maximum memory percentage that the workload can | /capacities/{capacityld}/Workloads
consume.
Required scope: Capacity.Read.All or
Capacity.ReadWrite.All
Groups Assigns "My Workspace” to the specified capacity. | POST
AssignMyWorkspaceToCapa | Note: To perform this operation, the user must have | https://api.powerbi.com/v1.0/myorg
city admin or assign permissions on the capacity. To | /AssignToCapacity
unassign "My Workspace" from a capacity, Empty Guid
(00000000-0000-0000-0000-000000000000) should be
provided as capacityld.
Required scope: Capacity.ReadWrite.All and
Workspace.ReadWrite.All
Groups AssignToCapacity Assigns the specified workspace to the specified capacity. | POST

https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/AssignToCapacity



https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getcapacities
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getrefreshableforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getrefreshables
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getrefreshablesforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getrefreshablesforcapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getworkload
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/getworkloads
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_assignmyworkspacetocapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_assignmyworkspacetocapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_assignmyworkspacetocapacity
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_assigntocapacity
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0000-0000-000000000000) should be provided as

capacityld.
Required scope: Capacity.ReadWrite.All and
Workspace.ReadWrite.All

Groups
CapacityAssignmentStatus

Gets the status of the assignment to capacity operation
of the specified workspace.
Required scope: and
Workspace.ReadWrite.All.

Workspace.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/CapacityAssignm
entStatus

Groups
CapacityAssignmentStatusM
yWorkspace

Gets the status of "My Workspace" assignment to

capacity operation.
Note:

Required scope: Workspace.Read.All and
Workspace.ReadWrite.All

GET
https://api.powerbi.com/v1.0/myorg
/CapacityAssignmentStatus

Patch Workload

Changes the state of a specific workload to Enabled or
Disabled. When enabling a workload the maximum
memory percentage that the workload can consume

PATCH
https://api.powerbi.com/v1.0/myorg
/capacities/{capacityld}/Workloads/{

must be set. | workloadName}
Required scope: Capacity.ReadWrite.All
DASHBOARDS OPERATIONS
API Description HTTP
Add Dashboard Creates a new empty dashboard on "My Workspace". POST

Required scope: Content.Create

https://api.powerbi.com/v1.0/myorg
/dashboards

Add Dashboard In Group

Creates a new empty dashboard on the specified
workspace.
Content.Create

Required scope:

POST
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards

Clone Tile

Clones the specified tile from "My Workspace".
If target report id and target dataset are not specified,
the following can occur:

e When a tile clone is performed within the same
workspace, the report and dataset links will be cloned
from the source tile.

¢ When cloning a tile within a different workspace, report
and dataset links will be rested, and the tile will be
broken.

Required scope: Dashboard.ReadWrite.All
To set the permissions scope, see Register an app.

POST
https://api.powerbi.com/v1.0/myorg
/dashboards/{dashboardId}/tiles/{til
eld}/Clone



https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_capacityassignmentstatus
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_capacityassignmentstatus
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_capacityassignmentstatusmyworkspace
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_capacityassignmentstatusmyworkspace
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/groups_capacityassignmentstatusmyworkspace
https://docs.microsoft.com/en-us/rest/api/power-bi/capacities/patchworkload
https://docs.microsoft.com/en-us/rest/api/power-bi/dashboards/adddashboard
https://docs.microsoft.com/en-us/rest/api/power-bi/dashboards/adddashboardingroup
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Clone Tile In Group

Clones the specified tile from the specified workspace.

If target report id and target dataset are missing, the
following can occur:

e When a tile clone is performed within the same
workspace, the report and dataset links will be cloned
from the source tile.

e If cloning a tile within a different workspace, report and
dataset links will be rested. The tile will be broken.
Dashboard.ReadWrite.All

Required scope:

POST
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards/{das
hboardld}/tiles/{tileld}/Clone

Get Dashboard

Returns the specified dashboard from "My Workspace".

Required scope: Dashboard.ReadWrite.All or

Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/dashboards/{dashboardId}

Get Dashboard In Group

Returns the specified dashboard from the specified
workspace.
Required  scope: Dashboard.ReadWrite All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards/{das
hboardId}

Get Dashboards

Returns a list of dashboards from "My Workspace".

Required scope: Dashboard.ReadWrite.All or

Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/dashboards

Get Dashboards In Group

Returns a list of dashboards from the specified
workspace.
Required scope: Dashboard.ReadWrite.All or

Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards

Get Tile

Returns the specified tile within the specified dashboard
from "My Workspace". All tile types are supported except
for "model tiles", which include datasets and live tiles that
contain an entire report page.
Required scope: Dashboard.ReadWrite.All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/dashboards/{dashboardId}/tiles/{til
eld}

Get Tile In Group

Returns the specified tile within the specified dashboard
from the specified workspace.
All tile types are supported except for "model tiles",
which include datasets and live tiles that contain an entire
report page.
Required scope: Dashboard.ReadWrite.All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards/{das
hboardld}/tiles/{tileld}
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Get Tiles

Returns a list of tiles within the specified dashboard
from "My Workspace".
All tile types are supported except for "model tiles",
which include datasets and live tiles that contain an entire
report page.
Required scope: Dashboard.ReadWrite.All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/myorg
/dashboards/{dashboardId}/tiles

Get Tiles In Group

Returns a list of tiles within the specified dashboard from
the specified workspace.
All tile types are supported except for "model tiles",
which include datasets and live tiles that contain an entire

GET
https://api.powerbi.com/v1.0/myorg
/groups/{groupld}/dashboards/{das
hboardld}/tiles

report

Required scope: Dashboard.ReadWrite.All

Dashboard.Read.All

page.

or

EMBED TOKEN OPERATIONS

Rest API Description HTTP

Dashboards
GenerateTokenInGroup

Generates an embed token to view the specified
dashboard  from  the  specified  workspace.
This API is relevant only to 'App owns data' embed
scenario.

Required scope: (all of the below)
Dashboard.ReadWrite.All or Dashboard.Read.All
Report.ReadWrite.All or Report.Read.All
Dataset.ReadWrite.All or Dataset.Read.All

POST
https://api.powerbi.com/v1.0/myorg/gro
ups/{groupld}/dashboards/{dashboardld
}/GenerateToken

Datasets
GenerateTokenInGroup

Generates an embed token to Embed Q&A based on
the specified dataset from the specified workspace.
This API is relevant only to 'App owns data' embed
scenario.

Required scope: Dataset.ReadWrite.All or
Dataset.Read.All

POST
https://api.powerbi.com/v1.0/myorg/gro
ups/{groupld}/datasets/{datasetld}/Gen
erateToken

Generate Token

Generates an embed token for multiple reports,
datasets and target workspaces. Reports and datasets
do not have to be related. The binding of a report to a
dataset can be done during embedding. Target
workspaces are workspaces where creation of reports
is allowed. This API is relevant only to 'App owns data’
embed scenario.

Required scope:

POST
https://api.powerbi.com/v1.0/myorg/Ge
nerateToken
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Content.Create - required only if a target workspace is
specified in GenerateTokenRequestV2
Report.ReadWrite.All or Report.Read.All - required only
if a report is specified in GenerateTokenRequestV2
Report.ReadWrite All - required if allowEdit flag is
specified for at least one report
in GenerateTokenRequestV2

Dataset.ReadWrite.All or Dataset.Read.All

When using service principal for authentication, refer
to Service Principal with Power Bl document along with
considerations and limitations section.

Restrictions

e All the reports and datasets must reside in workspace
V2. All the target workpaces must be workspace V2.

e Maximum number of reports, datasets and target
workspaces is 50 each.

e Generating Embed Token with RLS may not work for
AS Azure or AS OnPrem live connection reports for
several minutes after a Rebind.

Reports
GenerateTokenForCreatel
nGroup

Generates an embed token to allow report creation on
the specified workspace based on the specified
dataset.
This API is relevant only to 'App owns data’ embed
scenario.

Required scope: (all of the below)
Content.Create

Report.ReadWrite.All or Report.Read.All
Dataset.ReadWrite.All or Dataset.Read.All

POST
https://api.powerbi.com/v1.0/myorg/gro
ups/{groupld}/reports/GenerateToken

Reports
GenerateTokenInGroup

Generates an embed token to view or edit the specified
report from the specified workspace.
This API is relevant only to 'App owns data' embed
scenario.

Required scope: (all of the below)
Report.ReadWrite.All or Report.Read.All
Dataset.ReadWrite.All or Dataset.Read.All
Content.Create - required only if allowSaveAs specified
in GenerateTokenRequest

When using service principal for authentication, refer
to Service Principal with Power Bl document along with
considerations and limitations section.

Restrictions

Generating Embed Token with RLS may not work for AS
Azure or AS OnPrem live connection reports for several
minutes after a Rebind.

POST
https://api.powerbi.com/v1.0/myorg/gro
ups/{groupld}/reports/{reportld}/Genera
teToken
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Tiles Generates an embed token to view the specified tile | POST

GenerateTokenInGroup from the specified workspace. | https://api.powerbi.com/v1.0/myorg/gro
This API is relevant only to 'App owns data' embed | ups/{groupld}/dashboards/{dashboardid
scenario. }tiles/{tileld}/GenerateToken

Required scope: (all of the below)
Dashboard.ReadWrite.All or Dashboard.Read.All
Report.ReadWrite.All or Report.Read.All
Dataset.ReadWrite.All or Dataset.Read.All

When using service principal for authentication, refer
to Service Principal with Power Bl document along with
considerations and limitations section.

GATEWAYS OPERATIONS

Rest API ‘ Description HTTP
Grants or updates the permissions required to use the specified POST
Add Datasource datasource for the specified user. https://api.powerbi.com
User /v1.0/myorg/gateways/
Required scope: Dataset.ReadWrite. All {gatewayld}/datasource
s/{datasourceld}/users
Creates a new datasource on the specified gateway. POST . .
https://api.powerbi.com
Create Datasource Required scope: Dataset.ReadWrite.All /1.0/myorg/gateways/
{gatewayld}/datasource
s
- - DELETE
Deletes the specified datasource from the specified gateway. https://api.powerbi.com
Delete Datasource Required scope: Dataset.ReadWrite.All /v1.0/myorg/gateways/
{gatewayld}/datasource
s/{datasourceld}
DELETE
Removes the specified user from the specified datasource. https://api.powerbi.com
Delete Datasource /v1.0/myorg/gateways/
User Required scope: Dataset.ReadWrite.All {gatewayld}/datasource
s/{datasourceld}/users/{
emailAdress}
Returns the specified datasource from the specified gateway. GET . .
https://api.powerbi.com
Get Datasource Required scope: Dataset.ReadWrite.All or Dataset.Read.All /1.0/myorg/gateways/
{gatewayld}/datasource
s/{datasourceld}
Get Datasources Returns a list of datasources from the specified gateway. GET ' .
https://api.powerbi.com
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Required scope: Dataset.ReadWrite.All or Dataset.Read.All /v1.0/myorg/gateways/

{gatewayld}/datasource
s

Get Datasource
Status

Checks the connectivity status of the specified datasource from the GET

specified gateway.

Required scope: Dataset.ReadWrite.All

https://api.powerbi.com
/v1.0/myorg/gateways/
{gatewayld}/datasource
s/{datasourceld}/status

Get Datasource
Users

Returns a list of users who have access to the specified datasource.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com
/v1.0/myorg/gateways/
{gatewayld}/datasource
s/{datasourceld}/users

Get Gateway

Returns the specified gateway.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All /v1.0/myorg/gateways/

GET
https://api.powerbi.com

{gatewayld}

Get Gateways

Returns a list of gateways for which the user is an admin.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com
/v1.0/myorg/gateways

Update
Datasource

Updates the credentials of the specified datasource from the specified PATCH

gateway.

Required scope: Dataset.ReadWrite. All

https://api.powerbi.com
/v1.0/myorg/gateways/
{gatewayld}/datasource
s/{datasourceld}

Contact us today whether you use Power B
currently and need to improve its
implementation.

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com
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GROUPS OPERATIONS

Rest API \ Description HTTP

Grants the specified user permissions to the specified workspace. POST

https://api.powerbi.com/v1.0/
myorg/groups/{groupld}/users

Add Group User Required scope: Workspace.ReadWrite.All

Creates new workspace.

POST
Create GroUp | pequired scope: Workspace ReadWrite Al Ppsd/apipoverbicom/v1.0f
Deletes the specified workspace. DELETE

Delete Group https://api.powerbi.com/v1.0/

Required scope: Workspace.ReadWrite.All myorg/groups/{groupld)

Deletes the specified user permissions from the specified workspace. DELETE
Delete User In https://api.powerbi.com/v1.0/
Group Required scope: Workspace.ReadWrite.All myorg/groups/{groupld}/users
/{user}
Returns a list of workspaces the user has access to. GET
Get Groups Required scope: Workspace.Read.All or Workspace.ReadWrite.All https://api.powerbi.com/v1.0/
myorg/groups
Returns a list of users that have access to the specified workspace. GET

Get Group Users https://api.powerbi.com/v1.0/

Required scope: Workspace.Read.All or Workspace.ReadWrite.All myorg/groups/{groupldy/users

Update the specified user permissions to the specified workspace. PUT

https://api.powerbi.com/v1.0/
myorg/groups/{groupld}/users

Update Group
User Required scope: Workspace.ReadWrite.All

IMPORTS OPERATIONS

Rest API Description HTTP
Creates a temporary blob storage to be used to import large
.pbix files larger than 1 GB and up to 10 GB.

To import large .pbix files, create a temporary upload location
Create and upload the .pbix file using the shared access signature (SAS)
Temporary url from the response, and then call Post Import and specify
Upload Location | ‘fileUrl' to be the SAS url in the Request Body

POST
https://api.powerbi.com/v1.0/my
org/imports/createTemporaryUp
loadLocation

Required scope: Dataset.ReadWrite. All

Creates a temporary blob storage to be used to import large
.pbix files larger than 1 GB and up to 10 GB.
To import large .pbix files, create a temporary upload location

POST
https://api.powerbi.com/v1.0/my

Create
Temporary
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Upload Location
In Group

and upload the .pbix file using the shared access signature (SAS)
url from the response, and then call Post Import In Group and
specify fileUrl' to be the SAS url in the Request Body.

Required scope: Dataset.ReadWrite.All

org/groups/{groupld}/imports/cr
eateTemporaryUploadLocation

Get Import

Returns the specified import from "My Workspace*.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/imports/{importld}

Get Import In
Group

Returns the specified import from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/imports/{i
mportld}

Get Imports

Returns a list of imports from “My Workspace™.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/imports

Get Imports In
Group

Returns a list of imports from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/imports

Post Import

Creates new content on "My Workspace" from .pbix, Excel, Rdl
or file path in OneDrive for Business.

Required scope: Dataset.ReadWrite. All

e To import a file, request Headers should
include Content-Type: multipart/form-data with the
file encoded as form data in the request body.

e To import xIsx file from OneDrive for Business, request
Headers should include Content-Type:
application/json with Importinfo in the request body.

e Import .pbix file from OneDrive is not supported.

POST
https://api.powerbi.com/v1.0/my
org/imports?datasetDisplayNam
e={datasetDisplayName}

Post Import In
Group

Creates new content on the specified workspace from .pbix,
json, Excel, Rdl, or file path in OneDrive for Business.

Required scope: Dataset.ReadWrite.All

e Toimport a file, request Headers should
include Content-Type: multipart/form-data with the
file encoded as form data in the request body

e To import from OneDrive for Business, request Headers
should include Content-Type:
application/json with Importinfo in the request body.

e Toimport large .pbix files between 1 GB and 10 GB
see Create Temporary Upload Location In Group,
supported only for workspaces on premium capacity.

e To create a dataflow from a model.json, specify the
parameter datasetDisplayName as described below.

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/imports?d
atasetDisplayName={datasetDis
playName}

We offer a complete consultancy service where our Power Bl
trainers work with you and your business to provide guidance
and assistance through every part of the process.

Cognitive Convergence
http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com
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Microsoft PowerBl Rest API

This API supports only Push datasets.

Rest API Description HTTP

Deletes all rows from the specified table within the specified
dataset from "My Workspace".

DELETE

DeleteRowsInGrou
p

dataset, from the specified workspace.

Required scope: Dataset.ReadWrite.All

Datasets https://api.powerbi.com/v1.0/my
DeleteRows Required scope: Dataset ReadWrite. Al org/datasets/{datasetld}/tables/{
tableName}/rows
- _ e DELETE
Datasets Deletes all rows from the specified table, within the specified https://api.powerbi.com/v1.0/my

org/groups/{groupld}/datasets/{
datasetld}/tables/{tableName}/r
ows

Returns a list of tables tables within the specified dataset

GetTablesInGroup

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

from "My Workspace". GET

Datasets . .

GetTables https://api.powerbi.com/v1.0/my
Required scope: Dataset.ReadWrite.All or Dataset.Read.All org/datasets/{datasetld}/tables
Returns a list of tables within the specified dataset from the GET

Datasets specified workspace. https://api.powerbi.com/v1.0/my

org/groups/{groupld}/datasets/{

PostDatasetInGro
up

Required scope: Dataset.ReadWrite.All

datasetld}/tables
Creates a new dataset on "My Workspace". POST
Datasets https://api.powerbi.com/v1.0/m
PostDataset Required scope: Dataset.ReadWrite.All ps-//apl-p ' ~/my
org/datasets
Datasets Creates a new dataset in the specified workspace. POST

https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets

Adds new data rows to the specified table within the specified

PostRowsInGroup

Required scope: Dataset.ReadWrite.All

" " POST
Datasets dataset from "My Workspace". https://api.powerbi.com/v1.0/my
PostRows Required scope: Dataset.ReadWrite.All org/datasets/{datasetld}/tables/{
tableName}/rows
Adds new data rows to the specified table, within the specified | POST
Datasets dataset, from the specified workspace. https://api.powerbi.com/v1.0/my

org/groups/{groupld}/datasets/{
datasetld}/tables/{tableName}/r
ows

Datasets PutTable

Updates the metadata and schema for the specified table
within the specified dataset from "My Workspace".

Required scope: Dataset.ReadWrite.All

PUT
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/tables/{
tableName}

Datasets
PutTablelnGroup

Updates the metadata and schema for the specified table,
within the specified dataset, from the specified workspace.

PUT
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/tables/{tableName}
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Required scope: Dataset.ReadWrite.All

REPORTS OPERATIONS

Rest API Description HTTP

Clone Report

Clones the specified report from "My Workspace”. If after
cloning the report and its dataset reside in two different
upgraded workspaces or "My Workspace", a shared dataset will
be created in the report's workspace. Reports with live
connection will lose the live connection when cloning and will
have a direct binding to the target dataset.

Required scope: Content.Create

POST
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/Clone

Clone Report In
Group

Clones the specified report from the specified workspace. If
after cloning the report and its dataset reside in two different
upgraded workspaces or "My Workspace", a shared dataset will
be created in the report's workspace. Reports with live
connection will lose the live connection when cloning and will
have a direct binding to the target dataset.

Required scope: Content.Create

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/Clone

Delete Report

Deletes the specified report from "My Workspace”.

Required scope: Report.ReadWrite. All

DELETE
https://api.powerbi.com/v1.0/my
org/reports/{reportld}

Delete Report In
Group

Deletes the specified report from the specified workspace.

Required scope: Report.ReadWrite.All

DELETE
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}

Export Report

Exports the specified report from "My Workspace™ to a .pbix
file. Export of a report with Power Bl service live
connection after calling rebind report is not supported.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports/{reportid}/Export

Export Report In
Group

Exports the specified report from the specified workspace to a
.pbix file. Export of a report with Power Bl service live
connection after calling rebind report is not supported.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/Export

Export To File

Exports the specified report from "My Workspace" to the
requested format.

Required scope:
Report.ReadWrite.All or Report.Read.All

POST
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/ExportTo
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Dataset.ReadWrite.All or Dataset.Read.All

Export To File In
Group

Exports the specified report from the specified workspace to
the requested format.

Required scope:
Report.ReadWrite.All or Report.Read.All
Dataset.ReadWrite.All or Dataset.Read.All

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/ExportTo

Get Datasources

Returns a list of datasources for the specified RDL report
from "My Workspace”.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/datasourc
es

Get Datasources
In Group

Returns a list of datasources for the specified RDL report from
the specified workspace.

Required scope: Report.ReadWrite.All or Reportt.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/datasources

Get Export To File
Status

Returns the status of the Export to file job from "My
Workspace”.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/exports/{e
xportld}

Get Export To File
Status In Group

Returns the status of the Export to file job from the specified
workspace.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/exports/{exportld}

Get File Of Export
To File

Returns the file of the Export to file job of the specified report
from "My Workspace".

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/exports/{e
xportld}/file

Get File Of Export
To File In Group

Returns the file of the Export to file job of the specified report
from the specified group.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/exports/{exportld}/file

Get Page

Returns the specified page within the specified report
from "My Workspace".

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/pages/{pa
geName}

Get Page In Group

Returns the specified page within the specified report from the
specified workspace.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/pages/{pageName}
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Returns a list of pages within the specified report from "My
Workspace".

GET

Get Pages https://api.powerbi.com/v1.0/my
Required scope: Report.ReadWrite.All or Report.Read.All org/reports/{reportld}/pages
Returns a list of pages within the specified report from the GET

Get Pages In specified workspace. https://api.powerbi.com/v1.0/my

Group Required scope: Report.ReadWrite.All or Report.Read.All org/groups/{groupldj/reports/{r

eportld}/pages

Returns the specified report from "My Workspace". GET

Get Report https://api.powerbi.com/v1.0/my

Required scope: Report.ReadWrite.All or Report.Read.All

org/reports/{reportid}

Get Report In
Group

Returns the specified report from the specified workspace.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}

Get Reports

Returns a list of reports from "My Workspace".

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/reports

Get Reports In
Group

Returns a list of reports from the specified workspace.

Required scope: Report.ReadWrite.All or Report.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports

Rebind Report

Rebinds the specified report from "My Workspace" to the
requested dataset. If the dataset resides in a different
upgraded workspace, a shared dataset will be created in "My
Workspace". Reports with live connection will lose the live
connection when rebinding, and will have a direct binding to
the target dataset.

Required scope: Report.ReadWrite. All

POST
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/Rebind

Rebind Report In
Group

Rebinds the specified report from the specified workspace to
the requested dataset. If the dataset resides in a different
upgraded workspace or in "My Workspace", a shared dataset
will be created in the report's workspace. Reports with live
connection will lose the live connection when rebinding, and
will have a direct binding to the target dataset.

Required scope: Report.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/Rebind

Update Report
Content

Updates the specified report from "My Workspace" to have
the same content as the report in the request body.

Required scope: Report.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/reports/{reportld}/UpdateRe
portContent

Update Report
Content In Group

Updates the specified report from the specified workspace to
have the same content as the specified report in the request
body.

Required scope: Report.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/reports/{r
eportld}/UpdateReportContent
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Rest API Description HTTP

Bind To Gateway

Binds the specified dataset from "My Workspace" to the
specified gateway with (optional) given set of datasource Ids.
This only supports the On-Premises Data Gateway.

Required scope: Dataset.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/Default.
BindToGateway

Bind To Gateway
In Group

Binds the specified dataset from the specified workspace to the
specified gateway with (optional) given set of datasource Ids.
This only supports the On-Premises Data Gateway.

Required scope: Dataset.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/Default.BindToGatew
ay

Delete Dataset

Deletes the specified dataset from "My Workspace".

Required scope: Dataset.ReadWrite.All

DELETE
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}

Delete Dataset In
Group

Deletes the specified dataset from the specified workspace.

Required scope: Dataset.ReadWrite.All

DELETE
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}

Returns a list of gateways which the specified dataset
from "My Workspace" can be bound to. This API is relevant
only for datasets that have at least one on-premises

GET

Required scope: Dataset.Read.All

Discover connection. For datasets with cloud-only connections, it will https://api.powerbi.com/v1.0/my
Gateways return an empty list. org/datasets/{datasetld}/Default.
DiscoverGateways
Required scope: Dataset.Read.All
Returns a list of gateways that the specified dataset from the
specified workspace can be bound to. This APl is relevant only GET
. for datasets that have at least one on-premises connection. . .
Discover . . L https://api.powerbi.com/v1.0/my
For datasets with cloud-only connections, it will return an
Gateways In emoty list org/groups/{groupld}/datasets/{
Group pty fist datasetld}/Default.DiscoverGate

ways

Get Dataset

Returns the specified dataset from "My Workspace”.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}

Get Dataset In
Group

Returns the specified dataset from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}

Get Datasets

Returns a list of datasets from "My Workspace".

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}
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Required scope: Dataset.ReadWrite.All or Dataset.Read.All

Get Datasets In
Group

Returns a list of datasets from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets

Get Dataset To
Dataflows Links In
Group

Returns a list of upstream dataflows for datasets from the
specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/u
pstreamDataflows

Get Datasources

Returns a list of datasources for the specified dataset
from "My Workspace”.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/dataso
urces

Get Datasources
In Group

Returns a list of datasources for the specified dataset from the
specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/datasources

Get Direct Query
Refresh Schedule

Returns the refresh schedule of a specified DirectQuery or
LiveConnection dataset from "My Workspace".

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/directQ
ueryRefreshSchedule

Get Direct Query
Refresh Schedule
In Group

Returns the refresh schedule of a specified DirectQuery or
LiveConnection dataset from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/directQueryRefreshSc
hedule

Get Gateway
Datasources

Returns a list of gateway datasources for the specified dataset
from "My Workspace".

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/Default.
GetBoundGatewayDatasources

Get Gateway
Datasources In
Group

Returns a list of gateway datasources for the specified dataset
from the specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/Default.GetBoundGat
ewayDatasources

Get Parameters

Returns a list of parameters for the specified dataset from “My
Workspace”.

Required scope: Dataset.ReadWrite.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/parame
ters

Get Parameters In
Group

Returns a list of parameters for the specified dataset from the
specified workspace.

Required scope: Dataset.ReadWrite.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/parameters

Get Refresh
History

Returns the refresh history of the specified dataset from "My
Workspace".

GET
https://api.powerbi.com/v1.0/my
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Required scope: Dataset.ReadWrite.All or Dataset.Read.All

org/datasets/{datasetld}/refresh
es

Get Refresh
History In Group

Returns the refresh history of the specified dataset from the
specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/refreshes

Get Refresh
Schedule

Returns the refresh schedule of the specified dataset from "My
Workspace”.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/refresh
Schedule

Get Refresh
Schedule In Group

Returns the refresh schedule of the specified dataset from the
specified workspace.

Required scope: Dataset.ReadWrite.All or Dataset.Read.All

GET
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/refreshSchedule

Refresh Dataset

Triggers a refresh for the specified dataset from "My
Workspace".

Required scope: Dataset.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/refresh
es

Refresh Dataset In
Group

Triggers a refresh for the specified dataset from the specified
workspace.

Required scope: Dataset.ReadWrite.All

POST
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/refreshes

Transfers ownership over the specified dataset to the current

authorized user POST
Take Over In ) https://api.powerbi.com/v1.0/my
Group . ) . org/groups/{groupld}/datasets/{
Required scope: Dataset.ReadWrite.All datasetld)/Default TakeOver
Updates the datasources of the specified dataset from "My
Workspace”. The original datasource and the new datasource
must have the exact same schema. For cached models, the
POST
dataset must be refreshed to get the data from the new data . .
Update . . . https://api.powerbi.com/v1.0/my
sources. Wait 30 minutes for the update datasources operation
Datasources i org/datasets/{datasetld}/Default.
to complete before refreshing.
UpdateDatasources
Required scope: Dataset.ReadWrite.All
Updates the datasources of the specified dataset from the
specified workspace. The original datasource and the new
datasource must have the exact same schema POST
Update ) https://api.powerbi.com/v1.0/my

Datasources In
Group

For cached models, the dataset must be refreshed to get the
data from the new datasources. Wait 30 minutes for the update
datasources operation to complete before refreshing.

Required scope: Dataset.ReadWrite.All.

org/groups/{groupld}/datasets/{
datasetld}/Default.UpdateDataso
urces

Update Direct
Query Refresh
Schedule

Updates the refresh schedule for the specified DirectQuery or
LiveConnection dataset from "My Workspace". This operation
is only supported for the dataset owner. A request should

PATCH
https://api.powerbi.com/v1.0/my
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https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshschedule
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshschedule
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshschedule
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contain either a combination of days and times (setting times
is optional, otherwise a default single time per day is used) or a
valid frequency, but not both. Setting frequency will
automatically truncate the days and times arrays.

Required scope: Dataset.ReadWrite.All

org/datasets/{datasetld}/directQ
ueryRefreshSchedule

Update Direct
Query Refresh
Schedule In Group

Updates the refresh schedule for the specified DirectQuery or
LiveConnection dataset from the specified workspace. This
operation is only supported for the dataset owner. A request
should contain either a combination of days and times (setting
times is optional, otherwise a default single time per day is
used) or a valid frequency, but not both. Setting frequency will
automatically truncate the days and times arrays.

Required scope: Dataset.ReadWrite.All

PATCH
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/directQueryRefreshSc
hedule

Updates the parameters values for the specified dataset
from "My Workspace".The dataset must be refreshed for new

parameters values to be applied. Wait 30 minutes for the POST . .
Update update parameters operation to complete before refreshin https://api.powerbi.com/v1.0/my
Parameters P P P P 9 org/datasets/{datasetld}/Default.

Required scope: Dataset.ReadWrite.All UpdateParameters

Updates the parameters values for the specified dataset from

the specified workspace. The dataset must be refreshed for the | POST
Update new parameter values to be applied. Wait 30 minutes for the https://api.powerbi.com/v1.0/my
Parameters In update parameters operation to complete before refreshing. org/groups/{groupld}/datasets/{
Group datasetld}/Default.UpdateParam

Required scope: Dataset.ReadWrite.All

eters

Update Refresh
Schedule

Updates the refresh schedule for the specified dataset
from "My Workspace". This operation is only supported for
the dataset owner.

e Avrequest that disables the refresh schedule should
contain no other changes.

e The days array should not be set to empty array.

e The times may be set to empty array.

e The limit on number of time slots per day depends on
the type of capacity used (Premium or Shared), see What
is Microsoft Power Bl Premium.

Required scope: Dataset.ReadWrite.All

PATCH
https://api.powerbi.com/v1.0/my
org/datasets/{datasetld}/refresh
Schedule

Update Refresh
Schedule In Group

Updates the refresh schedule for the specified dataset from the
specified workspace.

Required scope: Dataset.ReadWrite.All

PATCH
https://api.powerbi.com/v1.0/my
org/groups/{groupld}/datasets/{
datasetld}/refreshSchedule



https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshscheduleingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshscheduleingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updatedirectqueryrefreshscheduleingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updateparameters
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updateparameters
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updateparametersingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updateparametersingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updateparametersingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updaterefreshschedule
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updaterefreshschedule
https://docs.microsoft.com/en-us/power-bi/service-premium
https://docs.microsoft.com/en-us/power-bi/service-premium
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updaterefreshscheduleingroup
https://docs.microsoft.com/en-us/rest/api/power-bi/datasets/updaterefreshscheduleingroup
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APPS API
API Description HTTP
Returns the specified installed app. GET
Get App Required scope: App.Read Al Z:Zp/saé) / :5'{5:;‘;3;“":0”‘/ v1.0/my
Returns a list of installed apps. GET
Get Apps https://api.powerbi.com/v1.0/my

Required scope: App.Read.All

org/apps

Get Dashboard

Returns the specified dashboard from the specified app.

Required scope: Dashboard.ReadWrite.All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/my
org/apps/{appld}/dashboards/{d
ashboardld}

Get Dashboards

Returns a list of dashboards from the specified app.

Required scope: Dashboard.ReadWrite.All or
Dashboard.Read.All

GET
https://api.powerbi.com/v1.0/my
org/apps/{appld}/dashboards

Returns the specified report from the specified app.

GET
https://api.powerbi.com/v1.0/my

Required scope: Dashboard.ReadWrite.All or

Dashboard.Read.All

Get Report Required scope: Report.ReadWrite.All or Report.Read.All org/apps/{appld}/reports/{report
Id}
Returns a list of reports from the specified app. GET
Get Reports Required scope: Report.ReadWrite.All or Report.Read.All https://api.powerbi.com/v1.0/my
org/apps/{appld}/reports
Returns the specified tile within the specified dashboard from
the specified app. GET
Get Tile https://api.powerbi.com/v1.0/my
Required scope: Dashboard.ReadWrite.All or org/apps/{appld}/dashboards/{d
Dashboard.Read.All ashboardld}/tiles/{tileld}
Returns a list of tiles within the specified dashboard from the GET
specified app. ) . .
Get Tiles https://api.powerbi.com/v1.0/my

org/apps/{appld}/dashboards/{d
ashboardld}/tiles

DEVELOPMENT PATTERNS OF MICROSOFT POWER BI REST API

Power Bl Rest API provide different development methods all demand Authentication of Power B, either direct authentication to

Power Bl server or first registering app in Azure and then authenticate the app with help of application id. The use these rest API

HTTP in development patterns to achieve required results.


https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getapp
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getapps
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getdashboard
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getdashboards
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getreport
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/getreports
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/gettile
https://docs.microsoft.com/en-us/rest/api/power-bi/apps/gettiles
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A
=

@ Authenticate User Rest API
E » I « >
ol [ull )

Login to the App Embedded Power Analysis
Power B BI Services

REGISTER APP IN AZURE

The Power Bl API contains many useful features if looking to interact with Power Bl at the API level. In order to use it, need to register
an Azure App first.

»  Go to https://dev.powerbi.com/apps and click Sign In:

Register your application for Power Bl

Si.gn in to Power Bl

STEP 2

Register your application

»  Click Next:

Register your application for Power Bl

Sign in to Power BI

O

Register your application
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»  Give the App a name, such as Contoso Power BI Integration, and select the Application type and home page URL. Here select
Server-side web application:

Register your application for Power Bl

Oign in to Power BI

Register your application

»  Enter a redirect URL and select which Power Bl access the app should have. Below I am checking Select All, meaning the app
has access to Reading, Writing and Creating:

¥ Select all
Read only APIs Read and write APls Create APIs

¥ Read all dat datasets ¥ Create APis

Read and writs

Using Power Bl REST APIs and client APlIs,
we help to easily embed interactive reports
and dashboards for high-fidelity
experiences across devices.
Cognitive Convergence
http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com
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»  Once Registered, provided with an Application ID and an Application Secret. Click Close:

»  The app has now been registered

Power Bl

Success! Your application has been registered.

> Open https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType//sourceType/ and select New

App registrations

App registrations

New registration @ endpoints /Z Troubleshooting & App reg

o Welcome to the new and improved App registrations (now Generally Availabl

Owned applications

Registration:


https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade/quickStartType//sourceType/
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» Provide a name, e.g. PowerBIApp, and the supported account types, e.g. Single tenant, Multitenant etc, and click Register:

Microsoft Azure P Search resources, services, and docs (G+/)

Register an application

Register an application
" Name
The user-facing display name for this application (this can be changed later

PowerBiApp

Supported account types

Who can use this application or access this API?

Redirect URI (optional)

ess problems with data-

We'll return the authentical

changed later. but a value

enticating the Lser. Providing this now is optior

2 solutions.

gence

rrgence.com
b

‘gence.com

(0 0002 00aner e wuhs 0y AR 04 HACRASR ety SO (vl At 0 o Soveioger, -

18 Wektome 10 1o e and improved App repiiatons. Looking 1 e how s changed o gD megiratons Lagec

Call APIS Documentation

“® oo
B 2. &

Sign in users in 5

PO000R#0:R00

minutes

elect APl Permissions and click Add a permission:

Mcoso Aze




Select API Permissions and click Add a permission:

Microsoft Azure

Microsoft PowerBI Rest API

P Search resources, services, and do

egistrations > PowerBIApp - APl permissions

=)~ PowerBIApp - APl permissions

B overview . .
’ Configured permissions

# Quidkstart Applications are authorized to call APIs

hen they are granted permissions by users/ad
all the permissions the application needs. mo out " onsent

Add a permission

Grant admin consent for Contoso

D Authentication API / Permissions name Type
Certificates & secrets

Token configuration (preview Delegated
2 API permissions

& Expose an AP

. owners

w Roles and administrators (Previ
W Manifest

Support + Troubleshooting

&® Troubleshooting

& New support request

Select Power BI Service:

Description

Sign in and read user pi

Request API permissions

Select an API

Commeonly used Microsoft APIs

Microseft Graph

-
4‘\ T vantage of the tremendous amount of data in Office 365, E
\A’ c " cel, Intune, Outlook/Exchange, OneDrive, OneN

() Azure Rights Management
L. Services

Allow validated users to read and write
protected content

A, Azure Service Management

much of the
ugh the Azure

ammatic access
onality available th

'éﬂ—ﬂ Dynamics 365 Business Central D Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

ccess to data and
amics 365 Business

Programmatic

% Intune

Ij Office 365 Management APls

Retrieve information about user, admin,
ns and events

rogrammatic access to Intune data

Power Bl Service

H SharePoint

otely with SharePoint data

rogrammatic access
to Dashboard resources s
as Datasets, Tables, and

Data E»
Micros

Create and ma
files, and more

Skype f

ntegrate real-1
messaging, cal
capabilities
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» 1 will grant access to several pieces of Power Bl API functionality, and click Add Permissions:

Request AP| permissions

ssions does your application require?

Delegated permissions Application permissions

Your application needs to access the API as the signec-in user runs as a background service or

Select permissions

Permission Admin Consent Required
> App (1)

> Capacity (2)

> Content (1)

> Dashboard (2)
> Data (1)

> Dataflow (2)
> Dataset (2)

> Gateway (2)

> Group (2)

> Metadata (1)

> Report (2)

» Next, click on Grant admin consent for org (or may run into the error “The user or administrator has not consented to use
the application”):

Configured permissions

Add a permission Grant admin consent for Contoso

AP! / Permissions name Type Description Admin Consent Requir Status
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» Once complete, go to Certificates and Secrets. Create a new secret that use when using the API:

p registrations > PowerBIApp - Certificates & secrets

PowerBIApp - Certificates & secrets

Credentials enable apphcations to identify themseives to the authentication service when recenang tokens at a web addressable location (usin

higher level of assurance, we recommend using & certificate (instead of & client secret) as a credentia

Certificates

Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as put

M.
anage Upload certificate
= Branding
o No certificates have been added for this ap

D Authentication

Certificates & secrets Thumbprint Start Date
Token configuration (pr
® API permissions Client secrets
A secret st H..'ﬂ'Jl"'v apphcation uses to pr when requesting a toker Also can be referred 10 a3 apphcation password

New client secret

Description
No client secrets have been created for this application
Support + Troubleshooting
& Troubleshooting

B New support request

»  Give the secret a name and duration:

We help you employ actionable insights to drive
planning and decision making.

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744

shahzad@cognitiveconvergence.com
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Add a client secret

Description

| Po .ue'El

Expires

C' n 2 years

#

Cancel

That’s it, set up to integrate to the Power BI API.

POWER BI REST API “TRY-IT’ TOOL

Power BI REST API with ‘Try-it’ tool allows to try APIs without any code. Anyone with a Power Bl license can now log into the account
to see how the Power BI REST APl works, get information, or perform operation on Power Bl artifacts have access to - without writing
any code using the new Power Bl API Try-it tool.

‘Try-it" enables to explore how each REST call works, what are the required params, structure of response or errors, and what data
comes back, all within a minute!

Exploration of Try it tool

»  Go to Power Bl REST APl documentation. Choose a specific API call that wish to use or explore. Inside the documentation
will find the HTTP URL structure. On the top-right corner will find a green button with the text ‘Try it". Click on the green
button.
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Admin - Reports GetReportsAsAdmin

URI Parameters

Name

»  Once clicked, a right pane will open, asking to sign in to AAD account. Sign-in to Admin account of Power BI.

Admin - Reports GetReportsAsAdmin

URI Parameters

Name

> After signing in, the Tool will open in the right pane. Add parameters to the call to get specific result. Some calls require
to mention specific parameters. For example, ‘Get Reports In Group’ needs the Workspace (group) ID to perform the call.
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Request URL

GET

URI Parameters

Mame

Responses

» Response code: 200 shows the success of API. This HTTP can be copy and use in code to access this rest API.

Datasets - Get Dataset In Group

POSTMAN

The Postman app is useful as a developer, it allows to send requests and see responses when interacting with Web APIs, as well as seeing
what the calls actually do. Firstly it require registration of Power IB app with azure.

Exploring Rest APl in Postman

Create a new Request. First create a request to get a Bearer that will use to authenticate with the Power BI API. Select Post method to
get access token, paste http in it and write following code in body. Enter following

e Username = email address of Power Bl admin account

e Password = password of Power Bl admin account

e Client_id = id get at time of registering app in azure

e Client_secret = secret id get at time of registering app in azure
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Click on Send. access_token is returned, which will use in next request as the Bearer. Copy it:

Now create a request to the Power Bl APl. Get a list of Apps in Power Bl. Send through the GET request
https://api.powerbi.com/v1.0/myorg/apps, and in the Headers add an Authorization key, with the value as Bearer <your access
token>:

We offer business intelligence solutions that help you
address your data pain points and optimize data.

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744

shahzad@cognitiveconvergence.com
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Untitled Request

hutps://api.powerbi.com/v1.0/myorg/apps

It will return apps in the response:

s .net/v1.0/myorg/Smetacata®apps”,

POWERSHELL

The greatest part of using the Power Bl Powershell Cmdlets to access the APl is how quickly it get started. With the following

command, ready to use the API

| Install-Module -Name MicrosoftPowerBIMgmt |

Now that the modules are installed, authenticate Powershell session to the API via the following command.

Connect-PowerBIServiceAccount




Microsoft PowerBI Rest API

S C:\> Connect-PowerBIServiceAccount

Environment : Public
fenantld : 438c3c79-
JserName : JPries@

After successfully authenticating to the service, now launch commands. Workspaces are one of the most base types of objects in
the Power Bl API, so getting a list of workspaces that access to is a great place to start. In Powershell following commands are used

Enter Commands

»  Get workspaces and save in .csv file in working directory
»  Get datasets within workspaces and save in .csv file in working directory
»  Get report and save in working directory in form of pbix

#get datasets within workspaces
Irvoke-PowersIRestMethod -Url 'groups /b9201778-c9be-48ab-aebd-fSceae’82fe2 /datasets” -Method Get

QUERYING THE POWER BI REST API DIRECTLY (WITH C#)

The first thing to do while querying Power Bl rest APl with C# is authentication. Authenticate to Azure Active Directory (ADAL) with
an interactive login or credentials stored in the application. This performs the authentication and then provides an authentication
token string which can then be provided with all subsequent API requests.

Firstly, it is necessary to register application in Azure Active Directory to be able to perform an authentication (as discussed above).
It is important to register as a Native app and make a note of the Application ID that is generated.
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Libraries

For this method, application will require the Microsoft Identity Model Client library, which can be installed in Visual Studio via NuGet.

Install-Package Microsoft.IdentityModel.Clients.ActiveDirectory -Version 5.2.7

Data

After wrangling with authentication and getting a valid authentication token, handling the data is relatively straightforward. The
Power Bl API Reference is well documented and ever expanding. The reference breaks the available commands into groups with a
number of read and write functions typically in each group. To get information about Workspaces, for instance, that can be found
in the "Groups” group of the reference The “Get Groups” function will return information for Workspaces in the Power Bl Service for
which have access.

roups - Get Groups

The HTTP code provided here will use to get workspaces.
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GetAuthTokenUser( authType)

authToken

Writeline(
(authType r t )

authResult GetAuthUserlLoginSavedCredential();
authResult.Wait();

authResult GetAuthUserloginInteractive();
authResult.Wait();

f (authResult )

f (authResult.Result )

r
L

authToken authResult.Result.CreateAuthorizationHeader();
(authToken.Substring(©, 6)

Writeline(

Writeline(

Firstly authentication of application is done and once authentication credentials have been entered the program sends the “Get
Workspaces” command to the Power Bl REST API, receives the result JSON file, de-serializes it into individual pieces of data, and

outputs the data to the screen.

With our regular reports, interactive dashboards, and business
forecasting, you have everything you need to be on top of your
business.

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com
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COMPARISON BETWEEN DEVELOPMENT PATTERNS

Rest API ‘Try it’ tool

Postman

PowerShell

Querying Rest API
Directly

Try window of Microsoft | Postman Require Access | PowerShell require to Enter | Require Access Token
Provided APl list require | Token from client id and | command to manually | from client id and
manual login  to  get | secret id obtain at time of | login into PowerBI to get | secret id obtain at
authorization. registering app in Azure to | authorization. time of registering
get authorization. app in Azure to
generate request to

get authorization.
Try window of Microsoft | To test any APl in Postman | Command is added with | Proper code is written

Provided APl list require to click
on try and add parameters like
group_id/dataset_id etc and
run. Success of it gives HTTP
request with exact parameters
values.

select the command type
and paste the HTTP than
provide require parameters
e.g. Group_ld in Body

HTTP request with proper
parameters and type of
method required to
execute the command. e.g.
GET/POST

to access HTTP
request provided with
exact parameters and
display result.

It gives the details of asked
parameters in HTTP request

It gives the details of asked
parameters in HTTP
request

It gives details of
workspace number and
also download the

workbook or dataset file
on working environment
depends on the command.

It can perform all the
functionalities
required to provide by
Rest API.




LIMITATIONS OF POWER BI REST API
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Power Bl Rest APl provides amazing features, but it has some of the limitations

YV V.V V V V VY VYV V V

75 max columns

75 max tables

10,000 max rows per single POST rows request

1,000,000 rows added per hour per dataset

5 max pending POST rows requests per dataset

120 POST rows requests per minute per dataset

If table has 250,000 or more rows, 120 POST rows requests per hour per dataset
200,000 max rows stored per table in FIFO dataset

5,000,000 max rows stored per table in 'none retention policy' dataset

4,000 characters per value for string column in POST rows operation
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CONCLUSION

In this paper discussed Microsoft Power Bl rest APl its uses and implementation, access features and capacities, explore the Power
Bl rest APl with their subcategory and examples. Different development patterns of these rest API's which are Power Bl REST API
with ‘Try-it' tool, APl in Postman, APl in POWERSHELL, QUERYING THE POWER BI REST API DIRECTLY (WITH C#) This paper also
discuss comparison among all these Rest APl development methods and limitations of Rest APIs.

Cognitive Convergence will provide consulting services that help in designing, deploying, managing, enhancing or troubleshooting
on-premises, cloud-based or hybrid Power Bl environment. Cognitive Convergence will provide help to start fresh with Power Bl to
modernize current business analytics solution or revamp existing Power Bl deployment by incorporating new data sources or adding
new services.

Contact Us

Cognitive Convergence

http://www.cognitiveconvergence.com
+1 4242530744
shahzad@cognitiveconvergence.com




